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1. PROC

Start with why...
S <\
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https://simonsinek.com/
https://spoti.fi/3gAkyfd

VYCHOZI POZICE

HISTORICKA ZKUSENOST
* Centralnitym ,,IT operations* provozoval jednotlivé aplikace
* Vyvojovy tym musel pfi pfedani plnit prisna pravidla definovana provozem
* Zmény se do prostredi délaly v zasadé 4x rocné
* Penetracni testy potvrzovaly kvalitu aplikace, typicky na konci dodavek

DEV OPS
* ,IT operations® provozuje pouze sdilené velké bloky funkcionalit (napf. databaze, sité)
* \/yvoj se, nové, uci aplikace provozovat (role SRE v ramci vyvojového tymu)
* Mnozstvi zmén se ,utrhlo ze retézu“ (véetné oprav)

¢ Misto monolitu architektura mikrosluzeb

» Vétsidélba prace (decentralizace)
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TEDY PROC DEV-SEC-OPS

Jak se ,,tvori“ (a resi) riziko

Reputacni riziko

Naruseni
CIA

Finanéni rizika
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https://aptien.com/cs/kb/articles/what-is-cia-triad

VYBER NASICH ZASADNICH OPATRENI

Shift left pristup
SHIFT LEFT
Shift left
pristup

Metodika
bezpeéného
vyvoje

Quality gates

Standardizace

Awareness

studie: zdroj, diagram: zdroj

SOCIETE

* Bezpecnostni témata se presouvaji ,vlevo“, do ranéjsich fazi vyvoje - designu, buildu

PRIDANA HODNOTA
* Dle studii az 60x nizsi cena oprav chyb v porovnanim s tradi¢nim pristupem

* Moznost odchytit zasadni problémy mnohem dfive
* Kooperace - lidé z riznych tymu (Bu, Dev, Sec, Ops) se musi bavit dfive a vzajemné se chapat a davatinformace

¢ Priklad ¢innosti

GENERALE

Threat modeling

Feasibility study,
PoC, MVP

Identifikace
bezpecnostnich
a funkénich
potreb jako
zakladni vstup
pro vyvoj

Attention
to

Quality Shift Left
Model
Incl.
Security

Plan Develop Test
& Design & Build
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Traditional
Quality
Model

Deploy Monitor
& Release & Analyze


https://owasp.org/www-community/Threat_Modeling
https://www.progress-psd.com/en/news/news/shift-left
https://devopedia.org/shift-left

VYBER NASICH ZASADNICH OPATRENI

Metodika bezpecného vyvoje

DEVOPS HANDBOOK
Shift left ] )
pristup * 10 hlavnich témat
(respektujicich zivotni cyklus aplikace)
SRR ° 85 kapitol OO Dt oo B Pages / DevOps HandbookHome & @ @ & [ A 6351 views
bezpe&ného * 334 stranek textu TheDevOps Handbeok =~
vyvoje O Engsh

* 57MBPDF

PAGE TREE

v The DevOps Handbook

* About This Document
Quality gates | PRIDANA HODNOTA
> The DevOps Philosophy

* Mandatory Sections

* \/yvojafi znaji cely proces vyvoje

* Release Notes

Ve . o Ve y w . v > 1.Plan
* Vsichni pracuji vice/méneé stejné - podpora s 1. Code
Standardizace komunikace a tymové prace e

* Znaji specifika naseho prostredi

> VI. Release

> VII. Operate

> VIII. Monitor

* X. DevOps Frequently Asked Questions

Awareness INSPIRACE
¢ OWASP SDLC, NIST 800-64, Microsoft SDL
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https://owasp.org/www-project-developer-guide/draft/foundations/secure_development/
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-64r2.pdf
https://www.microsoft.com/en-us/securityengineering/sdl/practices

VYBER NASICH ZASADNICH OPATRENI

Quality gates
QUALITY GATES
Shift left
pristup * Bezpecnostni a kvalitativni kontroly provadéné automaticky v priibéhu procesu buildu aplikace
* Brany“ mohou byt doporucujici €i blokujici s ohledem na souvisejici riziko / dopad do funkcionality
Metodika e Brany“nemusi byt pouze technické - nékteré mohou mit vazbu na ,lidské zpracovani“ ¢i posouzeni
bezpeéného
vyvoje

PRIDANA HODNOTA
» Uspésny priichod zajistuje
urcitou minimalni kvalitu
vysledného produktu

Quality gates

* \/ytvari ocekavatelny stav pro

Standardizace konzumenty reSeni

* Snizuje usili potrebné pro
kontrolu shodu se standardy

* ZmenSuje ,lidovou tvorivost®

Awareness .
cestou standardizace

diagram: zdroj
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https://qameta.io/blog/quality-gates-for-testers/

VYBER NASICH ZASADNICH OPATRENI

Quality gates

. Analysis Development Testing Operation
Shift left
pristup
Documentatiol Cod Product build version Test environment Product build version Production environment
: . Build and
. Code Request to H Merge into the ; Testing on test Commercial use
H Analysis H tall on th eeiend eeiead
Metodika L B development id merge a branch working branch et bonch bench
bezpecného ) i ) ] :
vyvoje : : : : : :
Quallty gates * Check the set of . Unconditional > Measure test - Unit testing * Integration testing - Functional . Acceptance . Incident
. deliverables . checks . coverage . . . testing . testing : management
.> .> .> .> LR ) ,> E) : >
Validate the Static code Unit testing Mutation testing Installation testing Performance User testing ]
: architectural - analysis ] : : - testing d . Problem
Standardizace - schemes ] . : : ] ] . management
[RREEREEETEFRERT T > ) -> |> (AEEEEERETREETLLEE ) :> > .>
. Documentation 3 . Static code . Configuration I Automated
. testing . Code review . analysis . testing . tested
Awareness > > > : ................. > >
* Automated smoke
. testing
| TR )
diagram: zdroj
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https://pflb.us/cases/quality-gates-next/

VYBER NASICH ZASADNICH OPATRENI

Standardizace
v s . - Q SPEED is an KB internal, cloud-native development platform for applications with microservice architecture
PAAS I NTEG RACN I VYVOJ OVA PLATFORMA It provides necessary end-to-end functionality to shorten development time, simple scalability and release flexibility.

Shift left

pristup Standard Platform for EnterprisE Development

The recommended way to develop microservice applications enabling
effective and scalable development up to production
Metodika SPEED .NET SDK 2.x
bezpeéného ::::g;{unlume(i . £
oo s . e for Integration v3
vyvoje * Certifikované a standardizované CI/CD -~
pipelines ” %

* Speed for integration (lightweight verze)

Quality gates * Feature flag pro podporu trunk-based
develo ment Jira, Miro, DrawlO BitBucket,
. . om (‘
* Maximalni podpora automatizace ?m . . a ‘
Standardizace * REST API podpora
* Vyuziva spolupraci 30 technologii )
- Kubernetes, Spring Boot SDK, .NET SDK, Git, X G e o ,, - “
e Redis, ActiveMQ, Nginx, Maven, Bitbucket, SpeED version - @ (U - «

Jenkins, Nexus, Sonarcube, Helm, Argo,
Kafka, Grafana, Zipkin, Elasticsearch,
Kibana, LogStash, InfluxData, Istio,...
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https://circleci.com/blog/trunk-vs-feature-based-dev/

VYBER NASICH ZASADNICH OPATRENI

Skoleni a certifikace

SML1 CERTIFIKACE
Shift left - L
pistup * Certifikace aplikaci a vyvojaru

* Zlepseni znalosti v bezpecnostnich R Security Level !

Certified developers

o b l a Stec h S pOJ en yc h S VyVOj em - OWAS P to  secuyterel - Engls o Cheklistjednotlivych krokd, jak si pripravit tym na Security Level 1

* Governance o Bohuzel manualni kroky

Metodika . . N
EEsEE e 10, hacking techniky, threat modeling, SAST, @ ... e

vyvoje DAST, dependency checker, apod. " Coceree v

= Certifikovaného nebo prezkousengho vyvojare
= Threat Modeling

* Soucasti certifikace neni pouze Skoleni, ale

o Automatizace, které mi pomohou s plnénim

i test + kontrola znalosti kazdy rok R
Quality gates

@ The goal s to guide the team through all the necessary tasks that need to be completed in order to deliver a secure
application as quickly as possible.

NASE STATISTIKY

o I don'twant to deal with security incidents on production
o | want to save time when performing penetration tests

* Certifikovano 77 vyvojari " oo e el petestr

Standardizace . . . . : ;
» 32 certifikovanych aplikaci, 24 v procesu © Pororcpro Loel 0 pti ot o pasze i Kombinct emars sl Kemponent o crikovane ot T pro
.. v s BackEnd = backed vyvojaf, FrontEnd = frontend vyvojaf - v daném programovacim jazyce nebo technologii.
certifikace a dalSich 22 ma podanou :
rihlasku
p @ 111 Domluv se Security Specialistou na onbordingu 1!l - cely process ti zabere néjaky cas (odhad 4 a2 6 hodinowych
sezeni + cas na dopracovani pozadovanych vécr ) - je potreba si to naplanovat a zatahovat Securitu uz od navrhu toho
co chci délat
Awareness
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https://owasp.org/www-project-top-ten/
https://tryhackme.com/
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://owasp.org/www-project-devsecops-guideline/latest/02b-Dynamic-Application-Security-Testing
https://owasp.org/www-project-dependency-check/

DEV-SEC-OPS OBECNE

,»Jen“ takova lezata osmicka

1. () 7. =
(0]

2. = ESTABLISH CODE 8. el
BASELINES ANALYSIS
CODE Security Assess APPLICATION

AMNALYSIS Compliance Quality Deployed Code MONITORING

Scan While You Can

3.6/

AUTO CODE CONFIGURATION
CORRECTION ENFORCEMENT
“ 1o MONITOR o
TRANSPORT TRANSPORT Q
INSPECTION INSPECTION
SPECTIO 5. [ . e 1. ﬂ USER BEHAVIOR
Export Scan Static Application ANALYTICS
Security Testing O
CODE THREAT
ANALYSIS ALERTING
. . Static Application
diagram: zdroj Security Testing
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https://medium.com/@aneeqr25/from-devops-to-cybersecurity-e8b20637b5b6

DEV-SEC-OPS V KB

HLAVNI PRINOSY

* Rychlost

* Vyssi zakladni kvalita
* Lepsi spoluprace

* Flexibilita

* Bezpecnost

* Nizsi naklady

SOCIETE
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Application
+
Runtime
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HLAVNI PILIRE

Standardizace
Automatizace
Komunikace
Monitoring
Awareness



JE TOHO HROZNE MOC, TO NEDAME

Bezpecnost je ochrana podnikani, nejde
ignorovat, nejde ,,oSidit*

Spravny pristup stoji usili, ale ve finale umi
usSetrit - a oceni to zakaznici

Utocénik se nepta, neceka
Nikdy neni pozdé zacit

obrdzek 1: zdroj, obrdzek 2: zdroj, Mr. Steve Jobs: zdroj

SOCIETE
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Rozsah

Kazda spolecnost je
jina, univerzalni
pristup neexistuje

Vytvorte si vlastni
funkcni set opatreni,
ktera vam realné
pomohou tam, kde to
EVER 1A

Inspirujte se, ale
neklonujte
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Nezapomernte

Vzdy se ptejte pro€ néco potrebujte, chcete,
nebo musite délat - zamérte se na cil

Bez vize neni Uspéch - budte vizionari
Zména boli, pocitejte s tim

Shift-Left Faster Time e allaboration Continuous

Security to Market p!



https://medium.com/@bijit211987/next-gen-devsecops-ai-ml-enhanced-software-delivery-paradigm-014081e2c097
https://blog.securelayer7.net/appsec-vs-devsecops/
https://www.databazeknih.cz/knihy/osobnosti-20-stoleti-steve-jobs-95965

THE FUTURE SOCIETE
IS YOU GENERALE
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